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MWHUCTEPCTBO OGEPA30BAHUA U HAYKU POCCUACKOWU ®EQEPALIMA

OENAPTAMEHT FrOCYQAPCTBEHHOW MOJIUTUKN B COEPE
OBLUEIN0 ObPA3OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUN UHPOPMALINA

JlenmapTaMeHT rocynapcTBEHHON MOJIUTUKH B cepe obiero obpazoBanuss Munodbpnayku Poccumn
HaIpaBJIsieT Uil CBeAeHUsl pa3paboranHble Bpemennoit kommccueit CoBera denepanuivl Mo pa3BUTHIO
MH(OPMALIMOHHOTO OOIIeCTBa METOAMYECKHE PEKOMEHJAIMU O pa3MEeNIeHHMH Ha WH(OPMAaIMOHHBIX
CTEeHJIaX, OopUIHATIBHBIX MHTEpHET-canTax u IPYTux MH(POPMALIMOHHBIX pecypcax
o011e00pa3oBaTeIbHBIX OpraHU3aluil U OPraHOB, OCYIIECTBISIIOIINX YIpaBieHue B cepe oOpazoBaHus,
nHpopManuy o0 6e30MaCHOM MOBEICHUH U UCTIONB30BaHuM ceTH "MHTepHeT".

Hupekrop [emapramenra
A.EIIETPOB

[Ipunoxxenue

METOANYECKUE PEKOMEHOALIUU
O PASMEWEHUN HA UHOOPMALIMOHHbLIX CTEHAAX, O®ULUUATIbHbIX
WHTEPHET-CAUTAX U APYIT'MX UH®OPMALIMOHHbIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALMA 1 OPITAHOB, OCYLLUECTBNAOLWMX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOPOPMALIUX O BE3OINMACHOM
NOBEAEHWU U UCTNOJIb3OBAHUU CETU "MHTEPHET"

Okcniepramu U uneHamu  Bpemennoit komuccum Coera @enepanuu 1O Pa3BUTHIO
MH(POPMAIIMOHHOTO OOIEeCTBA B pPaMKax BBIIOJHEHUS PEKOMEHIAIUN MapJaMEeHTCKUX CIyIIaHuH
"AKTyaJlbHbIE BOTPOCHI OOecTieueHHs] O€30MacHOCTH U pa3BUTUA JeTed B HWH()OpPMAIMOHHOM
npoctpaHcTBe”, KoTtopble mpouu B Coere @Penepauuu 17 anpens 2017 r., 6bum pa3paboTaHbl
METOJIMYECKUE pEeKOMEHJAllMd O pa3MeUleHMH Ha WHQOPMAIMOHHBIX CTeHAaX, O(UIHATbHBIX
MHTEpHET-caiiTax M JpYrux HWH(POPMALMOHHBIX pecypcax o0011eo0pa3oBaTelIbHbIX OpraHu3aluil U
OpraHOB, OCYIIECTBISIONINX YIpaBieHue B chepe oOpa3oBaHusi, HHPOPMAIMH O OE30TTaCHOM TTOBEJCHUHN
U ucnonb30oBaHuM cetu "MHTepHeT" (Ianee - METOUYECKHe PEKOMEH AN ).

MeToauveckie  PeKOMEHIAIIMU  HAINPaBJICHBI HAa  KAYeCTBCHHOE  IOBBINICHUE  YPOBHSA
MH(OPMALIMOHHON JEATENLHOCTH OO0Ie00pa30BaTeIbHBIX OpPraHU3AIMA W OPTaHOB, OCYIIECTBISIONIUX
yrpaBiieHue B cepe oOpazoBaHus, B YacTH WHGOPMHUPOBAHHS YYAIIUXCS, UX POJHUTEICH (3aKOHHBIX
MpEICTaBUTENe) W TEAarorn4ecKux pab0OTHUKOB 00 OCHOBHBIX AacmleKkTax WH(POPMAIMOHHON
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0€30I1aCHOCTH.

MeTtoauueckie peKOMEHIAIMKU TO3BOJSAT 0O0IIe00pa3oBaTelbHBIM OpraHU3alusM W OpraHam,
OCYILIECTBISIIONIMM yIpaBleHHEe B cdepe 0o0pa3oBaHMsA, AaKTyaJlM3UPOBaTh YK€ HCIOJIb3yeMbIe H
pa3MenieHHble HH()OPMAaLIMOHHBIE MaTepHallbl, TAK U MOJATOTOBUTH MX B CIy4ae MX OTCYTCTBUS C y4ETOM
JYYIIUX IPAKTUK U PEKOMEHIALUH.

B paMkax MeTOaM4ECKUX PEKOMEHIALMI pacCMaTPUBAOTCS CIEAYIOIINE HHCTPYMEHTBI:
1. nH(bOpMAIIMOHHBIE CTCH/IBI;
2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi HH(POpMAIUK (IIKOJIBHBIE Ta3€Thl, IEAarOrMueCcKie U3IaHus U APYTHE).
UHdopmaLumnoHHbIe cTeHAbI

Ha nndopmanmonHsix creHnax B 00mieo0pa3oBaTeIbHBIX OPTaHU3AIMIX, PACIIONIOKEHHBIX B (hoiie
yupexaeHuil W B KaOMHETax, OCHAIIEHHBIX NEPCOHAIbHBIMM YCTPONCTBAMHU JUIsI BbIXOJA B CETb
"NHTepHeT", peKOMEHYeTCsl pa3MeCTUTh HH()OPMAIIMOHHBIE MAMSITKH, COJIEpKaIlie OCHOBHBIE COBETHI
1o o0ecrieyeHnI0 HH(HOPMAIIMOHHON 0€30I1aCHOCTH YJalUXCSl.

B npunoxenun N 1 kK MeTOIMYECKMM pPEKOMEHJALMSAM INpeICTaBieH oOpasel NaMsaTKd Ui
pa3MeleHust Ha THPOPMAIIMOHHBIX CTEH/1aX.

CpenctBa maccoBoun MH(popmaumm

B cpenctBax maccoBoil mH(OpMAIMK, OPUEHTUPOBAHHBIX HA OOYyYalOIIUXCS, PEKOMEHIYeTCs B
TeueHHe Yy4eOHOTO TOJa PEryJsipHO MyOIuKOBaTh HHGOPMAIIMOHHBIE MAaTEPHAIIbI, TOCBSIICHHBIC
OTJENBbHBIM acleKTaM HHQOPMAIIMOHHOW O0e30macHOCTH, a TakKe pa3IuyHble MaMSATKH OOIIero
Xapakrepa.

B cpenctax maccoBoit MHpOpMaIMU, OPUEHTUPOBAHHBIX Ha MEJAarorMyeckyro OOIIeCTBEHHOCTb,
PEKOMEHIyeTCsl B TEUEHHE KaJeHIapHOIro Toja PeryispHo MyOIrMKoBaTh UH(MOpPMaIlMOHHBIE MaTepUabl,
MOCBAIIEHHBIE OT/AEIbHBIM aclekTaM HH(GOPMAIIMOHHON 6€30MaCHOCTH KaK HECOBEPLICHHOJIETHHUX, TaK U
o011eo0pa3oBaTeIbHBIX OpraHU3alMil, a TaKXKe Pa3IMYHbIe MaMITKH, 0030pbl HOPMAaTHUBHO-TIPABOBOTO
peryaupoBaHus JAaHHOW cdepbl U MHGOPMAIMIO O AKTYaJbHBIX MEPONPHUATHIX U COOBITHIX B JaHHOMH

chepe.

B xome mpoBenenus EmuHoro ypoka mo Oe3omacHocTH B ceTu "MHTepHET" pekoMeHIyercs
00ecreunTh BBIMYCK TEMATHYECKOTO BBIMMyCKa CPEACTBA MaccoBOM wHoOpMamuu Jub0 cepuu
myOIuKanui, cpein KOTOPBIX PAaCCMOTPETh OPraHW30BAaHHBICE MEPONPHUATHUS IS OOydYaoIUXCs, UX
poauTenel (3aKOHHBIX MPEICTABUTENEH ) U TIEIarOrMueCKOM 00IIeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6meo0pa3oBaTeITbHBIM OpraHu3aIsIM  PEKOMEHIYETCs Ha  CBOHUX opuIHaATBHBIX
WuTepHer-pecypcax obecnednTs (QYHKIIMOHUPOBAHHE CaMOCTOSITEIBHOTO U  CIEHHATU3UPOBAHHOTO

www.consultant.ru Crpannna 3 3 19
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/
https://login.consultant.ru/link/?req=doc&base=RZR&n=322880&date=22.10.2019&dst=7&fld=134

<[Mucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpaBieHuH HHpopManuH"
(BMecte ¢ "MeTogu4eCKMMH PEKOMEHIAIMSAMH O...

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 22.10.2019

paznena "Mudopmamumonnas Oe3zomacHOCTh", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MeIIeHUe
crnenyrouiei napopmanuu:

N | Pazmen/monmpa3znen ®dopmar Coneprxanue MaTepuanoB
MpeACTaBICHUS
MaTEepUajoB
1. |JIokanpHble Komuu nokymenToB B | Pazmemarorcst Konuu JOKYMEHTOB, T.€.
HOpMaTHBHBIC aKThl | popmare *PDF CKaHHWPOBAHHBIN BapUaHT JOKYMEHTA,
B cepe COOTBETCTBYIOIIUN TPEOOBAHUAM K
obecrnieueHus rnapameTpaM CKaHUPOBAHUSI.
WH()OPMAITMOHHOU Pa3memarorcst JOKyMEHTHI,
0€30MacHOCTH perjiaMeHTUPYIOLME OPraHU3aluio U
00yJaroImuxcs paboTy C mepcoHaIbHBIMU JTAHHBIMH,

TUIAaHBI MEPOTIPHUSATHI 10 00ECTICUEHHTO
MH(pOpPMaLlMOHHON 06€30M1acCHOCTU
00y4aroUIMXCs U IPyTHE.

2. |HopmaruBHoe Konuu nokymentoB B | [lyOnukyroTcst akTyanbHbIE CBEEHUS O
peryJmpoBaHue dopmare *PDF (dbenepaibHBIX U PETHOHAIBHBIX
3aKOHaX, MMChMax OPraHOB BIIACTH U
Jpyri€ HOpMaTUBHO-IIPABOBBIE
JIOKYMEHTBI, peTrJaMeHTHPYIOIINe
obecrnieueHrne nHHOPMALIMOHHON
0€30IaCHOCTH HECOBEPILICHHOJIETHUX.
JomyckaeTcst BMECTO KOIHit
pa3MeniaTh TUNePCChUIKHA Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
caiiTax OpraHoB roCy/IapCTBEHHON

BJIACTH.
3. |Ilemarormueckum TekcT Ha cTpaHule Pa3memarorcst metoauueckue
paboTHHKaM caiita PEKOMEH/IallMH U yKa3bIBAETCs
Konuu n1okyMeHTOB B | nH(pOpMAIHS O MEPOTIPUSITHSIX,
¢dopmare *PDF IIPOEKTax U MpOrpaMMax,

HAIPaBJIEHHBIX Ha MOBBIILIEHUE
UH(POPMALIMOHHOM IPaMOTHOCTH
MeAarornyeckux paboTHUKOB.

4. |OOyuaromumcs TekcT Ha cTpaHHIle Pa3smemaercst unpopmanronHas
caira namartka (npuioxenue N 2) u
yKa3bIBaeTCsl HHPOpMAIUs O
MEpONPHUATHSIX, IPOEKTAX U
porpaMMax, HalpaBJICHHBIX Ha
MOBBIIIIEHUE HH(OPMAITMOHHOMN
TPaMOTHOCTH O0YJarOIITUXCSI.
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5. |Pomutensm Tekct Ha cTpaHuUIe Pasmermiaercst nuapopmarmoHHast
(3aKOHHBIM caira namartka (npusioxxerue N 3).
MIPEJICTABUTEIISIM )
o0yJaromuxcs

6. |Herckue 6e3omacHbie | TeKCT Ha cTpaHUIe Pasmemaercst uadopmarius o
CaMTHI caiita PEKOMEHIYEMBIX K UCTIOIb30BaHUIO B

y4eOHOM ITpoiiecce 0e30MacHbIX
caiitax, OaHHepbhI 0€30MaCHBIX IETCKUX
CalTOB.

Opranam, OCYLIECTBISIOIIMM yIpaBieHHe B cdepe 00pa3oBaHUs, PEKOMEHAYETCS Ha CBOHX
opunmaneueix  MHTEpHET-pecypcax — obecneunTh  (QYHKIMOHMPOBAHHUE  CaMOCTOSITEIBHOTO |
crenuanu3upoBaHHoro pasaena "Mudopmannonnas 6e30macHOCTh", B paMKax KOTOPOTO MPeIyCMOTPETh
pasMeleHne cieayonei nHhopMaIHu:

[Ipunoxenne N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3ONACHOCTM AETEM

HEJNb3A

1. Bcem moapsin cooOmiaTe CBOIO YacTHYIO MH(oOpMmaiuioo (Hacrosuime ums, hamumimio, tenedoH,
ajipec, HOMep IIKOIIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBU U JIpYy3€i);

2. OTKpBIBaTh BIIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HAEIllb OTIIPABUTEIS;
3. I'pyOuts, npuaupathes, OKa3bIBaTh JaBJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiica neHbraMHu TBOEH ceMbM 0€3 pa3pelleHusl CTapUIMX - BCEerja CrpaiinBail
poauTenen;

5. He Bcrpedaiics ¢ VHTepHET-3HAKOMBIMM B pEaJbHOM XU3HHM - IIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEPSEILb.

OCTOPOXHO

1. He Bce mumyt mpaBay. Uuraems o cebe HempaBay B MHTepHere - cooOmm 06 3TOM CBOMM
POJIUTENSIM WU ONEKYHAM;

2. HpI/IFJ'IaI_HaIOT NEeperChIBATLCA, UTPATh, 00OMEHHBATHCS - IpOBEPb, HET JIM ITOABOXA,
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3. HesakonHoe konrpoBanue ¢aiiio B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sbiBaii B3poCibIM 0 po0ieMax B CETH - OHH BCEr/la IIOMOTYT;

5. Wcnonb3yil HacTpOKM 0€30MacHOCTU M NMPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AaKKayHTHI B
COLICEeTSAX M JPYTuX MopTajax.

MO>XHO
1. YBaxaii Ipyrux nojb30BaTelnei;
2. Ilonw3yenibest IHTEpHET-UCTOYHUKOM - JIeIail CChIIIKY Ha HEro;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOLIBI B3POCIBIM - POJUTENM, ONEKYHbl M aJAMHUHHUCTpalMs CAaWTOB BCeria
IIOMOT'YT;

5. Ipoiian oOyuyenue Ha caiite "CeTeBUYOK" U MOTYYH MacnopT HUGPOBOro rpaxkaaHuHa!

[Tpunoxenne N 2

NMHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBbHBIX AHTEPHET-PECYPCAX

C KaXIpIM TOAOM MOJIOJIEKH B WHTEPHETE CTAaHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJHH U3 CaMBIX
AKTUBHBIX TOJIb30Barenel PyHera. Mexay TeMmM, NOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEM,
WHTEPHET HeCceT U MpoOsieMbl. JTa maMsATKa JOJKHA TOMOYb Te0e 6€3011acHO HaXOUThCS B CETH.

KoMnbroTepHble BUPYCbI

KoMmnploTepHBIi BHPYC - 3TO Pa3HOBHJIHOCTb KOMIBIOTEPHBIX MPOrpamMM, OTINYUTEIBHOU
0COOEHHOCTBIO KOTOPOM SIBJISIETCS] CHOCOOHOCTH K pa3MHOXKEHHIO. B 10M0oHEeHNEe K 3TOMY, BUPYCHl MOTYT
MOBPEINUTh WM TOJHOCTbIO YHHUTOXHUTH Bce (ailfibl U JaHHBIE, MOJKOHTPOJIBHBIE IMOJIB30BATENI0, OT
MMEHU KOToporo OblIa 3alyllleHa 3apakKeHHas MporpaMma, a TakKe MOBPEIUTh WIN JaKe YHHUUTOXKHUTb
OTEPALMOHHYIO CHCTEMY CO BceMH (QaitiamMu B 1eiaoM. B OOJIBIIMHCTBE CiIydaeB paclpOCTPaHSIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MeToas! 3alIUTEI OT BPCAOHOCHBIX IPOrpaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN YPOBEHB 3AILUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

www.consultant.ru Crpanuna 6 n3 19
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

<[Mucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpaBieHuH HHpopManuH"
(BMecte ¢ "MeTogu4eCKMMH PEKOMEHIAIMSAMH O...

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 22.10.2019

2. TlocrosnHo ycraHaBiuBaik mayTH (IUQPOBBIE 3alIaTKH, KOTOPbIE AaBTOMATUYECKH
YCTaHABIMBAIOTCS C LEJIbI0 JOPAaOOTKH HpPOTpaMMbI) M Jpyrue OOHOBJIECHHS CBOEH OIepanmoHHON
cucrembl. CkaunBail MX TOJBKO C opHUIMATIBHOTrO caiita paspadorunka OC. Ecnu cymecTByeT pexum
aBTOMATHYECKOT0 OOHOBJICHHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE MO IMpaBaMH MOJb30BATENsl, @ HE aJMHHUCTpaTopa. JTO HE
MO3BOJINT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHECS HAa TBOEM IIEPCOHAIBHOM
KOMITBIOTEPE;

4. Hcnonp3yii aHTHBHPYCHBIC TMPOrpaMMHBIC MPOJYKTHl H3BECTHBIX IMPOU3BOAMTEICH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (pu3HYeCKUid JOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIMLL;

6. Mcrionp3yil BHENTHIE HOCUTENIN HHPOPMALINH, TaKKe Kak (hiemrka, TMcK win (ailsl u3 HHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UICTOYHUKOB;

7. He oTkppiBaii KOMIBIOTEpHBIC (hailyibl, MONyYEHHBIE M3 HEHAJIEKHBIX MCTOYHHUKOB. [lake Te
Gailnbl, KOTOpPbIE ITpHCIal TBOM 3HAKOMBIN. JIyullle yToOuHU y HEro, OTHPABJIsUI JIU OH Te0e UX.

Cetn WI-FI

Wi-Fi - aT0 He B mepenauu JaHHBIX, HE TEXHOJOIHUs, a BCEro JIMib Opens, mapka. Eme B 1991
roJy HHUJEpJaHJcKas kommaHus 3apeructpuponasia Openn "WECA", uro 0603Hayano cioBocoueTaHue
"Wireless Fidelity", koTopblif nepeBoanTcs Kak "GecrpoBoiHAs TOUHOCTD".

Jlo Haiero BpemeHH Jouuia apyras abopeBuarypa, KoTopast sIBISeTCsS TAaKOH jke€ TEXHOJOoTuei. 3T1o
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJapT BbHICIIEH 3BYKOBON TEXHUKHU
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKast TOYHOCTB".

Ha, OecrutaTHeIA HMHTEPHET-AOCTYN B Kade, OTeIsIX M a’dponopTax sBISETCS OTJIMYHOM
BO3MO>KHOCTBIO BbIXO/la B MHTEpHET. Ho MHOTHE 3KCIepThl CUUTAIOT, yTo obO1eaocTynubie Wi-Fi cetu He
SBIISIIOTCS] 0€3011aCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00MIETOCTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto nuHyr0 nHpopmaiuo yepes odmienocrynasie Wi-Fi cetn. Paboras B HUX,
JKeJlaTeIbHO He BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI M KAKHe-TO HOMEPA;

2. HUcnonb3yihi W OOHOBISII aHTUBHPYCHBIE TporpaMMbl U OpaHamayep. Tem caMbIM  Tbl
oOe3omacHIb ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun Qynkmuto "OOmmii noctyn K Qaiimam U mpuHTepam'.
JlaHHas GYHKOMS 3aKphiTa N0 YMOJYAHWIO, OJHAKO HEKOTOPHIC ITOJIb30BATENM AKTHBHPYIOT €€ IS
y100CTBa NCIOIB30BaHUA B paboTe UM yuebe;

4. He ucnonp3yit myonuuasii WI-FI mist mepenaun JuYHBIX JaHHBIX, HApUMEDP IS BBIXOJA B
COLIMAJIBHBIE CETH WIH B DJIEKTPOHHYIO OUTY;
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5. Wcnonw3yit Tonbko 3amuiieHHoe coenunenue uepe3 HTTPS, a we HTTP, t.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkimoun (yakiuio "lloakmrouenne k¥ Wi-Fi aBromarmuecku". He
JOTTyCKail aBTOMaTHYECKOTO TOAKITFOYCHHS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormnacus.

CouunanbHble ceTu

ConuanbHble CeTHM AKTUBHO BXOAAT B Hally JKU3Hb, MHOTME JIOAM pabOTAlOT U JKUBYT TaM
HOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan Muuinaps 4eoBeK, 4TO sIBJISETCS OJHOI cebMOil Beex
XKHUTeNeHd MiaHeTsl. MHOIrME IOJIb30BaTeNId HE MOHUMAKOT, YTO HMHpOpMalMs, pa3MelleHHas MU B
COLIMAJIbHBIX CETSAX, MOXKET ObITh HalJIeHa U MCIOJIb30BaHa KEM YrOJHO, B TOM YHCJIE€ HE 00s3aTeNIbHO C
OJaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuub cnucok Apy3ed. Y TeOs B APY3bSX HE JOKHO OBITh CIy4YaWHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3ammimaid CBOIO 4YacTHYIO >KHM3Hb. He ykaspiBail maponu, TenedoHbI, aapeca, AaTy TBOETO
POXKICHUS © JAPYryl0 JUYHYI0 HWHPOPMAIUIO. 3JIOYMBIIUICHHUKA MOTYT HCIOJIb30BaTh JIAXKe
MH(OPMALIHIO O TOM, KaK Thl U TBOU POJIUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3amuinail CBOIO permyTaluio - Iep>KH €€ B YHUCTOTE U 3aJ1aBail cebe BOMpPOC: XOTeN OBl Thl, YTOOBI
Jpyrue TOJb30BaTeNMd BUIENW, YTO Thl 3arpyxkaemnib? [logymaii, mpexae uyeM uYTo-TO OMyOIMKOBATh,
HAIUCaTh U 3arPy3UTh;

4. Ecau TbI rOBOpULIB C JHOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE PEAIBHOE UMsI U IPYTYIO
JUYHYI0 UH(GOPMAIIMU: UMSI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. U36eraii pazmenienus ¢ororpaduii B IHTepHeTe, I/1€ Thl H300pakeH Ha MECTHOCTH, IO KOTOPOH
MOJKHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanuu B COLMANBHON CeTH HEOOXOIMMO UCIIOIb30BaTh CIOKHBIE APOJIH, COCTOSLINE
13 OyKB ¥ IUQP U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

7. I[J'I}I COLIMAJIbHOM CCTH, MOYTHI U APYIrux caiiToB HCO6XOI[I/IMO HCIIOJIb30BATh PA3HBIC ITApOJIH.
Torma ecmu TeOs B3JIOMAIOT, TO 3JIOYMBINUUJICHHHUKHU ITOJY4YaT JOCTYII TOJIBKO K OJHOMY MECTY, a4 HEC BO BCC

cpasy.
ONEeKTPOHHbIEe AeHbIU

SHCKTpOHHLIC JACHBI'M - OTO OYCHb yI[OGHBIfI CIocoo nnaTexceﬁ, OOHAKO CyHICCTBYHOT MOIIICHHHKH,
KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SJICKTpOHHLIC ACHBI'M MOABUJINCH COBCEM HCIABHO U UMCHHO HM3-3a 9TOI'0 BO MHOTHUX TOCYyAapCTBax
A0 CUX IIOP HE IMPOMKUCAHO IMPO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKUMOHHPYIOT M O HHX XK€ MPOINHUCAHO B 3aKOHE, /I UX pa3ieisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIEC U HE aHOHMMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercss TPOBOJAUTH oOmepanuu 0e3 HASHTH(PHUKAIWK TOJb30BATENA, a B HEAHOHUMHBIX
UACHTU(DUKALMS [10JIb30BATENS ABISETCA 0053aTEIIBbHOM.

Taxoke cremyer pa3indarh AJIEKTPOHHBIE (pUaTHBIE IEHBIU (PaBHBI TOCYAaPCTBEHHBIM BAJIIOTAM) U
ANIEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 6€30MaCHOI paboTe ¢ IEKTPOHHBIMH JICHbIaMH:

1. IIpuBspku K cyeTy MOOMIIBHBIN TeneoH. DTO caMblii yIOOHBIN U OBICTPHIN CITOCOO BOCCTAHOBUTH
noctynm K cdery. IlpuBsizaHHBIM TenedOH TOMOXKET, €ciid 3a0yAelib CBOM IUTATCKHBIA IMApPOh HWIIH
3aiiJienIb Ha CaliT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Vcnonb3yii ogHopa3oBeie mapoiu. [locne nepexona Ha YCHIICHHYIO aBTOPHU3ALMIO T€OE yKe HE
OyZeT yrpokaTh OMAaCHOCTh KPa)XH WIIK TiepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu cnoxublii maposab. IlpectynHukam OyAer He MpPOCTO yraiaTh CIOKHBIM MapoJib.
HanexxHble mapomu - 3To napoju, KOTOpbIe coAepkKaT He MeHee § 3HAKOB U BKIIIOYAIOT B €05l CTPOYHBIE U
MIPOIUCHBIC OYKBHI, TU(PPBI H HECKOJIBLKO CHMBOJIOB, TAKHE KaK 3HAK J0JuIapa, GyHTa, BOCKIUIATEIIbHBIH
3HaK u 1.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILb.
ONeKTPOHHasA no4Ta

OJNEeKTpOHHAs MO4YTa - 3TO TEXHOJOTHS W MPENOCTABISIEMBIE €0 YCIYIH IO IEPEChUIKE H
MOJTyYEHUIO 3JIEKTPOHHBIX COOOLICHUH, KOTOpBIE paclpeleNsioTcs B KOMIBIOTEpHOW ceTH. OOBIYHO
AJIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSAUT CIEIYIOIIMM 00pa3oM: MMsI_IOJIb30BATEISA(@UMS JIOMEHa.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEeTCs BO3SMOXKHOCTD IepeaBaTh (aiiibl.

OCHOBHBIE COBETHI 10 0€30MacHOM padoTe ¢ ANEKTPOHHOU MOUTOM:

1. Hago BbIOpaTh NpaBUIIBHBI MOYTOBBIM cepBUC. B HHTEpHETE ecTb OrpOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJTHAKO JIYUIlIE J0BEPSITh TEM, KOTO 3HAEIIb U KTO MEPBbIl B pEHTHHTE;

2. He yxkaspBaii B JNMYHOM TmouyTe JMYHYI0 uHpopMmanuto. Hampumep, mydme BbIOpaTh
"My3bIKanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. Hcnonp3yil ABYXATalHYIO aBTOPHU3AIMIO. JTO KOrja MOMUMO MapoJis HY)KHO BBOAWTH KOJ,
IpuchUIaeMbIi o SMS;

4. BeiOepu CIOXHBIN Taposb. J[Isi Kaxa0ro MmoYTOBOrO SIIHMKA JOJDKEH OBITh CBOW HAJE)KHBIMH,
YCTOMYHMBBIN K B3JIOMY 1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIlCaTh CcaMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'IBS}/ﬁ 9TY BO3MOXHOCTD,

6. Mcnonb3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. [lepBbId Ui 4aCTHOM MEPENUCKH C ajpecaTaMH,
KOTOPBIM ThI JIOBEpSCIb. DTO AJIEKTPOHHBIN aJipec He HaJ0 UCIIOIb30BaTh MPU PEruCTpalui Ha opyMax
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U caiTax;

7. He oTkpbiBaii daiiasl U ApyTrHe BIOKEHUS B MUChbMaX, JIa)Ke €CJIM OHU MPHUIIUIA OT TBOUX JPY3CH.
Jlyunie yTo4HM Y HUX, OTIIPABIISUIN JIM OHH Te0e 3TH (aiiibl;

8. [Tociie okoHuaHUs pabOTHI HA TTIOYTOBOM CEPBHUCE MEPE/I 3aKPHITHEM BKIIAJIKK C CATOM HE 3a0y/Ib
Ha)kaTb Ha "BriiiTu".

Kn6epO6ynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KubepOymmuar - mnpecienoBaHHe COOOLICHUSIMH, COJAEPXKALIMMU OCKOpOJIEHHUs, arpeccuro,
3aIlyTUBaHKE; XYJIUTAHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiics B 60ii. JIyummii crioco6: mocoBeToBaThcs Kak ce0si BECTU U, €CJIM HET TOTr0, K KOMY
MOKHO OOpaTUThCS, TO BHadajleé YCHOKOMTbCA. Eciau Thl HayHElIb OTBEYaTb OCKOPOJIEHUSMU Ha
OCKOpOJIEHUS, TO TOJIBKO elle O0blIe pa3okiKellb KOH(IMKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHUMHOCTb B ceTH MHHUMas. CyIIEeCTBYIOT CIIOCOOBI BBIAICHUTH, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He croutr BecTH XyJaUTaHCKUN 00pa3 BUpPTyanbHOH u3HH. HTepHET (UKCHpyeT Bce TBOU
NEHCTBUS U COXpaHSET UX. Y JaNUTh uX OyJeT KpailHe 3aTpyIHUTENIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil eauHuuyHblii HeraTuB. OAHOPa30BbIE OCKOPOMTENbHBIE COOOLIEHUS JIydIle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOW CTaIuH;

7. Ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COITUATBHBIX CETAX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKU COOOIIEHHH ¢ OMpeieIeHHBIX a/IpECOB;

8. Ecnu ThI cBunerens kubepOymimHra. TBOM AEMCTBHS: BBICTYNIUTH NPOTUB IpECIeNOBaTes,
[I0Ka3aThb €My, YTO €ro JIEHUCTBHs OLEHUBAIOTCSA HETAaTUBHO, IOAJAEPKAThb KEPTBY, KOTOPOM HYXKHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLTUTH B3POCIBIM O (PAKTE arpecCUBHOIO MOBEIEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemeHnHble cMapT(OHBI M IUIAHIIETHI COAEpXKAT B ceOe BIOJHE B3pOCHBIA (QYHKIHMOHAN, U
TeNepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMHM KOMIIbloTepaMu. OIHAKO, CPEICTB 3aLUTHI IS
MOJI00OHBIX YCTPOMCTB IOKa OYeHb Maso. TecTupoBaHUe U MOUCK YA3BUMOCTEH B HUX MPOUCXOAUT HE TaK
MHTEeHCUBHO, Kak 11 1K, To *e camoe kacaeTcss 1 MOOMIIBHBIX IPUIIOKEHUH.

CoBpeMeHHBIE MOOHMIIbHBIE Opay3ephl YK€ MPAaKTHYECKH JIOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (yHKIIMOHAIA BIICYET 32 CO00i OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.
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Jlasieko He BCe TPOU3BOAUTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHICCKUE YSI3BUMOCTH
JUIS CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI [iIs1 0€301acHOCTH MOOUITBHOTO TenedoHa:

Huuero He siBisieTcst o-HacTosALeMy OecIulaTHbIM. byib ocTopoXkeH, BeJlb Koraa Tede mpeiarator
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

Hymaii, pexxae yem otnpaBuTh SMS, ¢oro mimu Buzaeo. Tel TOYHO 3Haemib, riae OHU OyayT B
KOHEYHOM uTore?

Heo6x011uMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApPT(OHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbl JJ11 MOOUJIBHBIX TeJE(OHOB;

He 3arpyail npuaoxeHns: OT HEW3BECTHOTO MCTOYHHKA, BElb OHH MOT'YT COJCPIKaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tociie TOro Kak Thl BBIAJCIIL C CaiiTa, rje BBOAWI JMYHYIO WH(POPMAIMIO, 3aiiIi B HACTPOMKH
Opay3epa u ynanum cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

JaBaii cBoii HOMep MOOWJIBHOrO Tele(OHAa TOJIBKO JIIOJASM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpSIEIIb;

Bluetooth nomxen ObITH BBIKIIFOUEH, KOTJIa Thl UM HE MoJib3yelibes. He 3a0bIBail HHOT1a MPOBEPATH
3TO.

Online vrpsbl

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAacCOYHbIE, 3aXBaThIBAIOLIME DPA3BJICUEHUS, OOBEAMHSIOLINE
COTHH THICSIY YEJIOBEK 10 BceMy Mupy. Urpoku uccineayroT 1aHHbI UM MUp, OOLIAtOTCS APYT C JPYIoM,
BBITNIOJHAIOT 33JaHUsl, CPaXKarOTCsl C MOHCTPAMM M IIOJIyYarOT OIBIT. 3a YJOBOJBCTBHUE OHHU ILIATT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KaKHe-TO OIIHUU.

Bcee atu cpenctBa uayT Ha NoJJepiKaHWE W pa3BUTHE UIPHI, a TaKKe Ha camy 0€30MacHOCTS:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPU3AIlMM, BBIMIYCKAlOTCSd HOBBIE MaTyd (UMGPOBBIE 3aIIaTKH IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOJIO6HBIX Hrpax CTOUT oOmacarbCsd HE CTOJBKO CBOUX COIICPHHMKOB, CKOJIBKO Kpa)Xu TBOCTO
apoJisgd, Ha KOTOpOM OCHOBaHa CUCTEMaA ABTOpHU3aAllUA OOJIBIIIMHCTBA urp.

OCHOBHBEIE COBETHI 10 OE30IIaCHOCTH TBOETO HI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bener cedsl MIOXO WIM CO3/1aeT Tebe HENMpHUSITHOCTH, 3a0JOKHpYH ero B
CIIHCKE UTPOKOB;

2. Tloxamylicds agMUHHCTpaTOpaM MWIPbl Ha IUIOXOE IIOBEJEHUE 3TOI0 MIPOKa, JKEJNATEIbHO
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MIPUJIOKUThH KaKUEe-TO JI0KA3aTeJIbCTBA B BUJIE CKPUHOB;
3. He yka3wiBaii tnunyro nuHdopmaiuio B npodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;
5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,
6. Mcnonp3yil ClI0KHBIE U pa3HbIe 1ApOJIH;

7. Jaxke BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTHUBHpYC. [loka Tl Wrpaenib, TBOMl KOMIIBIOTEP
MOTYT 3apa3HTh.

PULLIMHT UNKn KpaXxa JIN4YHbIX AaHHbIX

OOBIYHON KpaXkei JeHer W JOKYMEHTOB CErOJHS YK€ HHUKOTO HE YIWBHIIL, HO C Pa3BUTHEM
WHTCPHET-TEXHOJOTHIA 3JI0YMBIIUICHHUKA TEPEMECTHIINCh B HMHTEPHET, W MPOJODKAIOT 3aHHUMATHCS
"MrOOUMBIM" JETOM.

Tak mosiBUIIaCh HOBasl yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJaBHAs IElb KOTOPOTO
COCTOWT B TIONYyYCHUH KOHQPUIACHIIMATBHBIX JAaHHBIX IIOJB30BATENCH - JIOTHHOB W mapoieil. Ha
aHrauiickoMm si3eike phishing untaercs kak ¢umuHr (ot fishing - peiOHas noBis, password - Mapos).

OcHOBHBIE COBETHI 110 O0PBHOE € QUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciam Thl momo3peBaelib, YTO TBOS aHKeTa Oblia B3JlOMaHa, TO
HE0OXO0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. Hcnonws3yit cnokHble W pa3Hble TMapoiud. Takum oOpa3oM, eciu TeOs B3JIOMAaKOT, TO
3MIOYMBIIUICHHUKH TOJTYyYaT JOCTYM TOJBKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM,;

4. Eciau T1ebs B3IOMald, TO HEOOXOIUMO MpPEAyNpeauTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
no6aBneHsl y TeOs B JApYy3bsX, O TOM, YTO TeOs B3JIOMalMd M, BO3MOXKHO, OT TBOErO MMEHHU Oyner
paccbuIaThCs CllaM U CChUIKM Ha (PUILIMHTOBBIE CalThI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBaii (haiinel u Ipyrue BIOKEHHS B MUChMaX, 1a)e €ClIM OHHU MPUIIUTA OT TBOUX JIPY3eH.
Jlydie yTouHUM y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (aitiib.

LUundposas penytaums
[MudppoBast pemyramuss - 3TO HeraTUBHAs WJIM TO3UTHBHas HH(poOpManus B CceTH O Tebe.

Kommpomerupytomias nadopMaius, pasMeIieHHas B HHTEPHETE, MOXKET CePhe3HBIM 00pa30M OTPa3UThCS
Ha TBOeH peanbHOW )u3HH. "lludpoBas pemyramus" - 3TO TBOH MMHIK, KOTOPBIM (opmupyercs u3s
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uHpopmanuu o Tede B UHTEpHETE.

TBoe MecTO KHUTCJILCTBA, y‘le6bl, TBOC (bI/IHaHCOBOC ITIOJIOXKCHHUC, 0COOEHHOCTH XapaKTepa H
paccka3bl O OJIM3KHUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue noapoCTKH JETKOMBICICHHO OTHOCATCS K MyOIuKauuu JudHoi undopmanuu B UutepHere,
HE TOHUMAasi BO3MOXKHBIX TOCIeACTBUUA. ThI nake HE CMOXKEUIb JOTaaaThcs O TOM, 4TO QoTtorpadus,
pa3MelieHHas 5 JIeT Ha3aj, cTajla MPUYMHOM OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazmemienue TBoux ¢ororpaduii u apyrue IeHCTBHS MOTYT HE HCYE3HYTh JaKe
1ocje TOro, Kak Thl UX YAaaulllb. Thl HE 3Haelllb, KTO COXPaHWI 3Ty MH(OpMaIHIO, IoNajla JU OHA B
IIOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIU OHA, a INIABHOE: YTO IOJYMAIOT O TeOe OKpYKAIOLIME JIIOAH,
KOTOpbIE HAUIYT M YBUAAT 3T0. HaifT nHpOpMaLnio MHOTO JIET CITYCTSl CMOXKeET JIr000H - Kak U3 JoOpbIX
noOyX/IeHUH, TaK ¥ C HAMEPEHUEM IPUIUHUTH BPEA. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTC I.[PI(i)pOBOfI penyranuu:

1. [Togymaii, pexae 4eM 4To-TO MyOJIMKOBATh W TepeaaBaTh y ceOsi B OJ0re WM B CONUATBHOU
ceTu;

2. B Hacrpoiikax npo¢uisi YCTaHOBM OrpaHUYEHHUs Ha IMPOCMOTP TBOEro MNpoduiIst U €ro
COJIEP)KMMOT0, C/IeJIail €ro TOJNBKO "I Apy3ei'";

3. He pasmemaii u He yka3biBail HHGOpPMAIMIO, KOTOpask MOXET KOro-JIHOO0 OCKOpOJISTH WIIH
00MXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTUBHBIE TOJIb30BaTENN MUPPOBOro mpocTpaHcTBa. OpHAKO AajIeKo
HE BCE 3HAIOT, YTO I0JIb30BAHHE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOro Mupa TpedyeT coON0ACHUS TpaB
Ha MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "UHTENIEKTyallbHass COOCTBEHHOCTh' OTHOCUTCS K Pa3IU4YHBIM TBOPEHUSM YEJIOBEUECKOIO
yMa, HAYMHas ¢ HOBBIX M300peTeHHI U 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IPOU3BEICHUSMHU.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha IMPOU3BEICHMS HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYMAIOT B KadyecTBE TrapaHTUM TOrO, UTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBe/JIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOETO TPYyAad, MOIYYUTh U3BECTHOCTh U MpHu3HaHHE. HUKTO
0e3 paspelieHus] aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 NMPOU3BEACHHE, PACIPOCTPAHATh, MYOIUYHO
J€MOHCTPUPOBaTh, IMpojaBaTh, HMIIOPTUPOBATh, IYCKaTb B TNPOKaT, IYOJUYHO HCHOIHSITH,
MOKa3bIBaTh/UCIIONHATH B 3¢upe win pasmeniars B lHTepHeTe.

Hcnonp3oBanue "mUpaTcKoro”" mporpaMMHOro o0ecredyeHuss MOXKeT MPUBECTH K MHOTUM pHUCKaM:
OT TMOTepH JAHHBIX K TBOMUM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBa, TIJ€ YCTaHOBJIEHA
HeneranbHas mporpamMma. He cTtouT Takke 3a0bIBaTh, UTO CYILECTBYIOT JIerajibHble U OecCIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.
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O noptane

CeTeBI/IIIOK.p(l) - TBOM TJIaBHBIA COBETYMK B CETH. 3,[[60[) Thl MOXKCIIb Y3HATh O 0€e30MacHOCTH B CETH
MOHATHBIM W JOCTYIHBIM S3bIKOM, a IIPU BO3HHUKHOBCHHUU KpPITH‘IGCKOfI CUTyalluun 06paTI/ITBCSI 3a
COBETOM. A TaKxke IIPUHATH Y4aCTHEC B KOHKYpCaxX U CTaTb CaMbIM I_II/I(l)pOBBIM Fpa)K,Z[aHI/IHOM!

[Tpunoxenue N 3
NAMATKA ona POOUTENEN OB MH®OPMALIMOHHOMN BE3OMNACHOCTU OETEN

Omnpenenenne TtepMmuHa "uHbOpMalmoHHas Oe3omacHOCTh neTei" conepxkutcs B DeaepanbHOM
3akone N 436-D3 "O 3amure aereld oT HHGOPMAIUH, IPUIUHSIONICH BPEl UX 3J0POBBIO U Pa3BUTHIO",
PEryJIUPYIOIIUM OTHOIICHHS, CBSI3aHHBIC C 3aIUTON JeTedl OT MH(pOpMaInuu, MPUYUHSIOMEH Bpea HUX
310pOBBIO U (UiK) pazBuThio. COriiacHo JaHHOMY 3aKOHY "MH(pOpMalMOHHAas 0€30MacHOCTh IeTel" - ATO
COCTOSIHUE 3alMICHHOCTH, IIPH KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN C MPUYMHEHUEM WH(pOpManuei
Bpe/Ia UX 370POBBIO ¥ (WIH) (PU3HUECKOMY, TICUXUIECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BHUTHUIO.

B cuny ®enepanshoro 3akona N 436-O3 undopmanueil, npuuuHsomei Bpes 3A0pOBbI0 U (MIIH)
Pa3BUTHIO IETEU, SIBISETCS:

1. uHpoOpMmarLus, 3anpemeHHas 1 pacCupoCTpaHEeHUs Cpein AeTel;

2. uHpopMalus, pacpoCTpaHEHHUE KOTOPOM OrpaHMUYEHO CPEu JIeTell ONpeIeIeHHbIX BO3PACTHBIX
KaTeropuil.

3. K undopmanuu, 3anpeiieHHoN Juisi pacCpOCTpaHEHUs CPEIU 1eTel, OTHOCUTCS:

4. undopmarus, nMoOyxJIaromas JeTed K COBEpIIEHUIO JeWCTBUM, NMPEACTaBIAIONMX YIPO3y HUX
KHU3HU U (UIH) 310pPOBBIO, B T.U. IPUYMHEHHIO BPEJa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. cnocoGHOCTH BBI3BATH Y JIeTeH KeJaHUe YIOTPeOUTh HAPKOTHUECKUE CPEJICTBA, ICUXOTPOIHBIE U
(unu) oaypMaHMBAIOLIME BEIIeCTBA, TabauyHble W3/AETHUS, AQJKOTOJbHYI0 M CIHPTOCOAEPIKAILYIO
IIPOAYKIIMIO, TMBO M HAIIMTKH, U3rOTaBIMBAEMbIE HA €T0 OCHOBE; NIPUHATH y4acTHE B a3apTHBIX UIpax,
3aHUMATHCS MPOCTUTYIUEHN, OPOIKHIUUECTBOM MJIU TIOMPOLIAtHIYECTBOM;

6. O6OCHOBBIB8.IOH_IB.$I HJIN OIlpaBAbIBaromass AOIMYCTUMOCTb HACHUIIUSA U (I/IHI/I) ’K€CTOKOCTH JIHOO0
HO6y>KJIaIOH_[a$I OCYHICCTBJIATE HACUIILCTBCHHBIC JlefICTBI/If{ IO OTHOIICHUIO K JIKOAAM H )KHBOTHBIM,

7. oTpuIaONas ceMeiHble IIeHHOCTH U (OpMUPYIOLIas HEYBaKEHUE K POAUTEISIM U (MITH) IPYTUM
YJIeHaM CEMbH;

8. OmpaBAbIBAIOIIAA ITPOTUBOIIPABHOC MTOBECACHUC,
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9. comeprkalias HEIEH3YPHYIO OpaHb;
10. comeprkarasi ”HGOPMALHIO TOPHOTPAYUIECKOTO XapaKTepa.

K undopmarun, pacrnpocrpaHeHue KOTOPOil OrpaHMYEHO Cpelu JeTeil ONpeaesIieHHOro BO3pacTa,
OTHOCHUTCS:

1. uapoOpManus, mpeacTaBIsgeMas B BUIE H300paKEHHSI UM OMIMCAHUS JKECTOKOCTH, (PU3UIECKOTO U
(MIM) ICUXUYECKOT0 HACHIIUS, IPECTYIIEHUS WX MHOTO aHTUOOIIECTBEHHOTO I€HCTBHUS;

2. BbI3bIBarOUIadg y I[CTCP’I CTpax, yKaC WJIM MMAaHUKY, B T.4. OPCACTABIIsICMasA B BUIC I/I306pa)KCHI/I$I
WIM OIMCaHUS B YHIDKAIOIIEH dYeloBeUYecKoe JOCTOMHCTBO (opMe HEHACUIILCTBEHHOM CMEpPTH,
3a00JIeBaHMsI, CAMOYOHIICTBA, HECUACTHOTO CIy4asi, aBapuu WIH KatacTpodbl U (WJIN) UX TOCIIEACTBHIA,

3. mpencraBisemMas B BUJIe U300payKEHUS WM OMUCAHMS TIOJIOBBIX OTHOILICHUN MEXKIY MYXYUHOU U
JKCHIITMHOM;

4. coacprKamas 6paHHBIe CJIOBA M BBIPAXKCHUA, HC OTHOCAIIHUCCA K HeueH3ypH0171 6paHI/I

C yuerom storo Bam mnpemmaratorcs mpaBmia paboTel B cetH VHTEpHET JUIsl pa3IUYHBIX
BO3PACTHBIX KaTeropuil, COOMI0IEHINE KOTOPHIX MO3BOJIUT 00ECHeUnTh HHPOPMAIIMOHHYIO 0€30MacHOCTh
BalllMX JeTEH.

O6wme npaBuna ans poauTteneun

1. He3aBucumo oT Bo3pacta peOeHKa HCIOIB3yWTE MPOrpaMMHOE OOecIedeHre, MOMOTaloIiee
¢uIbTpoBaTh M KOHTPOJIMPOBATH HMH(OpMAIMIO, HO HE IMoJlaraidiTech MOJIHOCTbIO Ha Hero. Bame
BHUMaHHE K PeOCHKY - TJIABHBIA METO/I 3aIUTHI.

2. Ecnin Bam peOeHOK HMeeT akKayHT Ha OJHOM U3 colMaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTEeNbHO H3Y4YHTE, KaKyl0 HH(OPMALMIO MOMEUIAIOT €ro
YYaCTHUKHU B CBOUX MPOMIX U Osiorax, BKIro4das ¢pororpaduu u BUIEO.

3. TlpoBepbTe, ¢ KakuMu JpYrMMHM caliTaMH CBSI3aH COLMANbHBIN cepBuc Bamero peOeHka.
Crpannuku Bamero peGeHka Moryt ObITh 0e30MacHbIMH, HO MOTYT M COAEp)KaTh CCBUIKM Ha
HE)KeJaTeNbHbIC W OINACHBIE CAWThl (HAIpUMeEp, MOPHOCANT, WM CAalT, HA KOTOPOM JAPYr YIIOMHHAET
HOMep coToBoro Tenedona Bamero pebenka ninn Bam nomamauii aapec)

4. Tloompsiite Bammx geteit coodmark 000 BCEM CTPAHHOM HJIM OTTAIKHUBAIOIIEM U HE CIIHIIIKOM
OCTpO pearupyire, Korja OHU 3TO JIeNaroT (KM3-3a OMaceHus MOTepsATh AocTyn K MHTepHeTry netu He
TOBOPSAT POJIUTEIISIM O TIPOOJIeMax, a TAaKKE MOTYT Ha4aTh UCIOJIL30BaTh IHTEpHET BHE I0OMa U IITKOJIBI).

5. ByneTe B Kypce ceteBoil ku3Hu Bamero pebenka. MHTepecyiitecs, KTo UX Apy3bs B MHTEpHET
TaK )K€, KaK HHTEPECYETECh PEabHBIMU JIPY3bSIMH.

BospacTt ot 7 go 8 net

B HNuTepHeTe peOEHOK cTapaeTcsl MOCETUTh T€ WU MHBIC CAMTHI, @ BOBMOXHO W YaThl, Pa3peIlIcHHe
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Ha MOCEIICHUE KOTOPBIX OH HE MOXy4duia Obl oT poauteneil. IloaTroMy poanTensiM ocoOEHHO IMOJIE3HBI
OyAyT Te€ OTYeTbl, KOTOpbIE MPEIOCTABISIIOTCA NPOrpaMMaMH I10 OIPAHWYEHHUIO HCIIOJIb30BaHMS
Wutepuera, 1.e. Pogurenbckuii KOHTPOIb WM TO, YTO BBl CMOXETE YBHJIETh BO BpeMEHHBIX (painax. B
pesyinbTare, y pebeHka He OyJeT OUIYIIEHHUs, YTO 3a HUM BEAETCS MOCTOSIHHBIM KOHTPOJb, OJHAKO,
poauTenu OyAyT MO-TIPEeXHEMY 3HATh, KaKHE CAWThI MOcCEIaeT ux pedeHok. /letw B JaHHOM Bo3pacTe
00J1aZ]al0T CUJIBHBIM YyBCTBOM CEMbH, OHH JIOBEPUYMBBI U HE COMHEBAIOTCS B aBTOpUTeTax. OHU JIIO0AT
UTPaTh B CETEBBIC UIPHI U IIyTEIIECTBOBATH 110 MIHTEpHETY, UCIIOJIB3Ysl JIIEKTPOHHYIO II0YTY, 3aXOJUTh Ha
CaMTBI U YaThl, HE PEKOMEHI0BAHHBIE POIUTEISIMH.

Cosetsl 110 Oe30macHocTH B cetu UHTEepHET auis neteit 7 - 8 ner

1. CoznaiiTe ciucoKk JOMAaIIHUX IpaBuil noceueHus: Miurepuera npu yyactuu aeteit u tTpeOyiite ero
BBITIOJTHEHUS.

2. Tpebyiite ot Bamero pebeHka coOar0eHIS BPEMEHHBIX HOPM HAaXOXIACHMS 32 KOMIIBIOTEPOM.
[Tokaxwure pebenky, uto Brl HaOmogaere 3a HUM He OTOMY 4TO Bam 3T0 Xouercs, a moromy 4To Bl
0ecroKouTECh O €ro Oe30MacCHOCTH U BCET/1a TOTOBBI €My IIOMOYb.

3. Komnblotep ¢ mnoaxmoueHueM K MHTepHETy OOJDKEH HaxOAMTbCs B OOIIEH KOMHAaTe IOJ
IIPUCMOTPOM POJUTENECH.

4. I/ICHOHBBYﬁTe CIICHHUAJIBbHBIC NJCTCKHUEC IIOMCKOBBIC MAallIMHBI.

5. Hcnonp3yiiTe cpeicTBa OJOKUPOBAHUS HEXKEIATETLHOTO KOHTEHTAa KakK JIOMOJHEHHE K
CTaHAapTHOMY PoUTENbCKOMY KOHTPOJTIO.

6. Co3naiite ceMeWHBbIN SJEKTPOHHBIN AIIUK, YTOOBI HE TO3BOJUTH JIETAM HWMETh COOCTBEHHBIC
azapeca.

7. bnokupyiiTe mocTynm K caitaM ¢ OeCIUIaTHBIMH TIOYTOBBIMH SIIIUKAMH C TIOMOIIBIO
COOTBETCTBYIOIIETO IPOrPaMMHOTO 0OeCTIeyeHUsI.

8. Ilpuyuute nereid coBeTroBaThcs ¢ Bamu mepen omyOiMKOBaHMEM KakKOW-THOO HWH(pOpMAIH
CpeACTBaMU 3JIEKTPOHHOM MMOUTHI, YaTOB, PETUCTPALMOHHBIX (POpM U mpoduIIei.

9. HayuuTe nereil He 3arpyxarthb (aiisibl, IporpaMMbl UJIM MY3bIKY 0€3 Balllero COrjacHusl.
10. He pazpemaiite geTsM HCIOIB30BaTh CIYKObl MTHOBEHHOTO OOMEHA COOOIICHUIMHU.

11. B "Oenbiit" criucok caliToOB, pa3pelIeHHBIX ISl MOCEUIEHHs, BHOCUTE TOJIbKO CalThl C XOpoIIei
pernyranuen.

12. He 3a0biBaiiTe OecemoBaTh ¢ JeThbMU 00 UX Jpy3bsix B MHTepHETe, Kak eciu Obl pedb muia o
JIPY3bsiX B peaTbHOM KU3HHU.

13. He nenaiite "taOy" U3 BOMPOCOB IMOJIOBOM HU3HHU, TaK Kak B VIHTepHeTe IeTH MOTYT JIETKO
HATKHYTHCS Ha IOPHOTpaHIo UM CalThl "1 B3pOCHbIX".

14. Ilpuyunte Bamiero peGeHka cooOmmarh BaM O JIFOOBIX yrpo3ax WM TPEBOTax, CBS3aHHBIX C
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WNurtepuerom. OcraBaiiTech CIIOKOWHBIMH W HAMIOMHUTE JCTSIM, YTO OHU B O€30MACHOCTH, €CIH CaMH
pacckazaiy BaM O CBOMX TpeBorax. IloXxBajmTe MX W TOCOBETYHTE MOAOWTH €Ile pa3 B MOAOOHBIX
Cly4asx.

Bo3pacTt geten ot 9 o 12 ner

B nanHoM Bo3pacte AeTH, KaK MPABHUIIO, YK€ HACTBIIIAHBI O TOM, Kakas HHGOpMaIHs CYIIeCTBYET B
Nuteprere. CoBepHIEHHO HOPMAJIbHO, YTO OHU XOTAT 3TO YBUAETb, INPOYECTh, yCHblath. [Ipu stom
HY>KHO TIOMHHUTB, 94TO JIOCTYI K HEXeJIaTEIbHBIM MaTepraiaM MOXHO JIETKO 3a0JIOKHPOBATh MPU TOMOIIIH
cpenctB Ponurenbckoro KOHTPOIIS.

CoBeTbl 0 0€30IMacHOCTH LI JeTel oT 9 1o 12 ner

1. Co3paiiTe CrIMCOK JOMAIIHUX MpaBui noceueHus: HTepHeT npu yyactuu aereil u Tpedyiite ero
BBITIOJTHEHUS.

2. TpeOyiite ot Bamero pedenka coOII0ACHISI HOPM HAXOXKICHHSI 32 KOMITBIOTEPOM.

3. HaGmromaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKHUTE eMy, 4YTo Brl Oecriokourtech
0 ero 0€e30MaCHOCTH U BCEI/la TOTOBBI 0Ka3aTh €My ITOMOLb.

4. Komneiotep ¢ mnoakmoueHueM B VIHTepHET IOJDKEH HaXOAWUThCsl B OOIIell KOMHaTe IOA
IIPUCMOTPOM POJUTENECH.

5. Hcnonw3yliTe cpenacrBa OJOKUPOBAHUS HEXKENATENbHOTO KOHTEHTAa Kak JIOMOJHEHUE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe npMHUMaTh HEMOCPEACTBEHHOE y4acTUe B )KU3HU pebeHKa, OeceloBaTh C AETbMHU
00 ux npy3psax B HTepHerTe.

7. HacrauBaiite, 4ToObl N1€TM HHUKOIJa HE COIJAIIAIUCh HA JIMYHBIE BCTPEUYM C JPY3bSIMU MO
WNHtepHery.

8. [To3BounsiiTe AETSIM 3aXOUTh TOJIBKO HA CalThI U3 "0enoro" crnucka, KOTOPBI co3/1aliTe BMECTE C
HUMH.

9. IlpuyunTe feTeit HUKOT/Ia HE BBIIaBATh JIMYHYIO HHPOPMALIMIO CPEACTBAMU JIEKTPOHHOM MMOYTHI,
4aToB, CUCTEM MTHOBEHHOTO OOMEHA COOOIIEHUSIMH, PETUCTPAlIMOHHBIX (POPM, TUUYHBIX NPOopHIIeH U IpH
perucTpanmy Ha KOHKypcel B IHTepHeTe.

10. Ilpuyunre mereit He 3arpykath mporpammel 6e3 Bamero paspemenus. OObICHUTE UM, YTO OHH
MOTYT CIy4aifHO 3arpy3UTh BUPYCHI HIIK APYTroe HEeXeNaTeIbHOE IPOrpaMMHOE 00eCIIeUeHHE.

11. Co3paiite Bamemy peOGeHKy OrpaHUYEHHYIO YUETHYIO 3aIlliCh AJi1 pabOThl HA KOMITbIOTEpE.

12. Ilpuyuure Bamiero pebenka cooOmarh BaM O JIFOOBIX yrpo3ax WIM TPEBOIax, CBSI3aHHBIX C
WNurtepuerom. HamomHuTe neTsM, 4TO OHU B 0€30MIaCHOCTH, €CJIM CaMH paccKas3alld BaM O CBOMX TpeBOrax
U ONIaCEHUSsX.
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13. Pacckaxxkure aetsm o nopHorpaduu B UnTepHere.

14. HacrauBaiiTe Ha TOM, YTOOBI JACTH NPEAOCTABIISIIN BaM JOCTYIl K CBOCH AJICKTPOHHOW IMOYTE,
9TOOBI BBl YOCIMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE OEeTsIM, YTO HENb3S HCIOJB30BaTh CETh VIS XYJIUTAHCTBA, PACIPOCTPAHEHUS
CIUIETEH WIH yIpo3.

Bo3pacT getenn ot 13 no 17 ner

B sTOoM BO3pacTe noAgpoCTKH aKTUBHO MCIIONb3YIOT IOMCKOBBIE MAIIUHBI, ITOJIb3YIOTCSI 3JIEKTPOHHOM
MOYTOM, ClIy’)k0aMU MTHOBEHHOT'O OOMEHa COOOIIEHUAMHU, CKAaUUBAIOT MY3BIKY U (DUIbMBL. Manp4yrkam B
3TOM BO3pacTe OoJbllie [0 HpaBy CMETATh BCE OTPAHUYEHHUS, OHU KaXIyT IpyOoro romopa, a3apTHbBIX
Urp, KapTHUHOK "nmis B3pocibix". JIEBOUKM MPENNoYnTaloT oOmIaThCsl B yaTax, MPU 3TOM OHHM ropasfo
0oJiee UyBCTBUTEIBHBI K CEKCYaJIbHBIM JIOMOTaTeNIbCcTBaM B MIHTEpHETE.

3ayacTyro B JAHHOM BO3pacTe POAMTENSIM YK€ BEChbMa CI0XHO KOHTPOJIIMPOBATh CBOMX JI€TEH, Tak
Kak 00 lIHTepHeTe OHM YK€ 3HAIOT 3HAUUTENbHO OOJbllle CBOMX poauteneil. Tem He MeHee, He
otnyckaite nere B "cBoOomHoe IutaBaHue" mo MurepHery. CrapaiiTech aKTUBHO y4acTBOBaTbh B
obmmenun pedbenka B lHTEpHETE.

Baxxo no-npexxuemy ctporo co0xroaath npasuia MHTepHET-6€3011aCHOCTH - COIJIallIEHUE MEXy
porutenssMu U JetbMu. Kpome TOro, HeOoOXOAMMO Kak MOYKHO Yalle NpPOCMATPUBaTh OTYETHI O
nesrenbHocTH netel B WutepHere. Cremyer oOpaTUTh BHHUMaHHE Ha HEOOXOAMMOCTb COAEp)KaHUS
POIUTENbCKUX Taposiel (mapoyied aJIMHUHUCTPATOPOB) B CTPOrOM CeKpeTe U oOpaTUTh BHHMaHUE Ha
CTPOTOCTb 3THX MApOJIEH.

Cogertsbl 110 0€30MacCHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. Co3pgaiiTe cnMCOK IOMAaIIHUX MpaBWJ IOcelieHus VHTepHeTa Hpu y4acTUU TMOAPOCTKOB U
TpeOyiiTe 0e3yClIOBHOrO €ro BbINOJIHEHUsA. OOroBopure ¢ peOEHKOM CIHCOK 3alpELIeHHBbIX CaiToB
("uepHblii crincok"), yacel paboTsl B IHTEpHETE, pyKOBOJACTBO 1O oO1ieHuto B lHTepHeTe (B TOM uncie B
yaTax).

2. KoMnbrotep ¢ noAK/IIoueHuEM K ceTH VIHTepHET N0/ KeH Hax0IUThCs B O0IIe KOMHATE.

3. He 3a0wiBaiiTe OecenoBath ¢ JeThbMH 00 UX JIPY3bsiX B IHTepHETE, O TOM, YeM OHU 3aHSTHI TAKUM
oOpa3zoM, OyATO peub HAET O APY3bsiX B pealbHOUN Xu3HU. CrHpamrBaiTe O JIOAAX, C KOTOPBIMH JETH
OOIIAFOTCS MTOCPECTBOM CITY’KO MIHOBEHHOTO OOMEHa COOOIIEHUSMHU, YTOOBI YOSTUTHCS, YTO ITH JIFOAU
UM 3HAKOMBI.

4. Vcnone3yiiTe cpenctBa OJOKHMPOBaHMS HEXKENATEIbHOIO KOHTEHTAa KakK JONOJHEHHEe K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

5. HeoOxomumo 3HaTh, KaKMMH 4YaTaMu MoJb3ytoTcs Bammu getu. [loompsiite ucmonbp3oBaHHE
MOJICPUPYEMBIX YaTOB M HaCTaWBaMTE, YTOOBI JETH HE OOIIAIINCH B IPUBATHOM PEXHUME.

6. HacraumBaiiTe Ha TOM, 4TOOBI JETH HHKOT/Ia HE BCTPEYAIUCHh JIMYHO C JPY3bSIMH U3 CETH
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HNuTtepner.

7. IlpuyunTe neTell He BBIAABATh CBOIO JIMUHYIO MH(OPMALUIO CPEICTBAMHU IICKTPOHHON IOYTHI,
94aTOB, CUCTEM MIHOBEHHOT'O 0OMEHa COOOIIEHUSMH, PETUCTPAIIMOHHBIX (DOPM, IMYHBIX MPOPUIIECH U TPU
perucTpaniy Ha KOHKYpChl B IHTepHeTe.

8. Ilpuyuute aereit He 3arpyxarb nporpammsl 6e3 Bamero paspemenusi. OObSICHUTE UM, YTO OHU
MOTYT CIy4yailHO 3arpy3UTh BUPYCHI UJIU APYTroe HEXeNaTeabHOe IPOorpaMMHOe 0OecrieueHHe.

9. Ilpuyunte Bamero peOeHka cooOmiaTe BaM O JIIOOBIX Yrpo3ax WM TPEBOrax, CBS3aHHBIX C
WuTepHerom. HanoMHuTe I€TSIM, 4YTO OHU B OE€30IIACHOCTH, €CJIM CaMU paccKas3alli BaM, O CBOUX YIpo3ax
M TpeBorax. [loxBanuTe UX U MOCOBETYITE MOAOUTH €IlIe pa3 B MOJOOHBIX CIIydyasix.

10. Pacckaxute getsim o mopHorpaguu B MutepHete. [lomMorure uMm 3alIUTHTBCS OT Clama.
Hayunte nmoapoctkoB He BbljaBaTh B MIHTEpHETE CBOErO peaibHOrO SJIEKTPOHHOTO ajipeca, He OTBEYaTh
Ha HEe)KeJaTeNbHbIE MMChMa M UCIIONIb30BATh ClICHUATbHBIE TOYTOBBIE (PHIIBTPHI.

11. Ilpuyunte ceOs 3HAKOMUTBHCSA € cCallTaMU, KOTOPbIE TIOCEUIAIOT MOJPOCTKH.

12. Haqu/ITe nerei yBaXaThb APYI'UX B MHTCPHCTC. y6CI[I/IT€CB, 4TO OHH 3HAKOT O TOM, 4YTO IIpaBHJIa
XOpowero moBCACHUA I[ef/'ICTBYIOT BE3C - 1AKC B BUPTYAJIbHOM MHUPC.

13. OObscHUTE OETSIM, YTO HU B KOEM CiIydae Hellb3s HCHojb30BaTh CeTh JUIsl XYJIMTaHCTBA,
pacrpoCTpaHEHUs CIUIETEH WK YTPO3 APYTHM JTHOASM.

14. OOcymute ¢ MOAPOCTKAMHM MPOOIEMbl CETEBBIX a3apTHBIX WP M HMX BO3MOXHBIH DHCK.
Hanomuure, 4TO 1€TH HE MOTYT UTpaTh B 3TU UTPhI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpoONUpYiiTe ucnonb3oBanue MuTepHeTa Bammm pedbenkom! 310 He HapylIeHHE €ro
JUYHOTO TPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTH M IposiBIeHWE Bameld poauTenbeKou
OTBETCTBEHHOCTHU U 3a00THI.
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